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Discussion Points 

RAM long term Access, Storage and Protection Issues Related to Electronic Records including E-Mail

Staff may be exposed to different vendor approaches to archiving electronic records including e-mail. Some related issues are set out in the draft below and referenced documents.  This outline has been used to discuss options with offices and to evaluate potential solutions. We are interested in receiving feed back.

Some basic discussion points:

-


1.
Record Keeping Process & related considerations

2.
Retention periods & Decision Assistance Tools:

-
Appraisal Grid

3.
Technical Concerns related to Volumetric or conversion

-
Where to Store: on-line, near line, off line?


-
Comparison between Electronic and paper records
4.
Managing electronic Records related issues

========================================

1.
Record Keeping Process & related considerations


Any solution should address the main and supporting processes

Note:
All Process steps are necessary and independent of the technical tool selected to perform the process


Rule 1.
Items should be uniquely registered as first step in the process

1.a
Main Processes

· Register [Created or Received items]

· Distribute & Use [Copies]

· Organize, Link & Store

· Retain and Dispose

· Archive & Preserve

1.b
Supporting Processes

· Set up Record Groups, Series, Folders

· Identify Appraisal rules

· Establish Retention Schedules

· Apply Retention schedules

1.c
Ease of use Storage Structure


To assist user acceptance, appraisal and user conformance to guidelines, the electronic Record [directory] storage structure visible to users should reflect the Record Series and File hierarchy most commonly used for other media [paper] in that office. That is the organizational structure for paper or electronic files should be very similar whenever possible.

· When a directory name and setup are based on the main Record Series [Related Groups of files] of the work unit, the further detailed breakdown [sub-directory] should be based on the File Subjects within the work unit’s record series.
.

2.
Retention periods & Decision Assistance Tools:


Any solution must provide the system administrators and authorized officials practical ways to assign retention periods to groups of records based on various criteria. 

2.a
Important Decision Elements impact on retention

· Main and related key subjects [type of Record]

· Importance of office [substantive activities]

· Dates created, last modified, superceded

· Established Retention Rules or practice-


2.b
Appraisal Grid [CF/NYH/IRM/RAM/1993-174/176]

· The appraisal Grid is a technical RAM guide, which is used as starting point for how long a work unit needs to keep electronic records. It is a general guide for retention of any UNICEF record, irrespective of the media of creation, distribution or storage [e.g paper or electronic records]. The specific time requirements for financial records are covered in Financial Circular 025/Rev.1 available on the UNICEF Intranet site.

· It is necessary for each work unit to link identified record series/file subjects to one of the categories on the appraisal grid to get a sense of the retention period.

· Once the records are associated with a specific retention period it is necessary to decide what is the best way to protect and keep accessible the records for the time required.

2.c
Notes related to electronic records

· Data identification and selection criteria for electronic records must include for example subject [content], importance of originating office [context] and not just dates of material.

· A combination of multiple data elements are key to establishing procedures for moving information to secure "near-line" or "off-line" stores.
3.
Technical Concerns related to Volumetric or conversion

These IT concerns must be addressed irrespective of which specific technology is used

3.a
Conversion of Data: Previously Archived:

During a planned migration [e.g electronic mail messaging systems [CCmail to Lotus notes mail] a timetable must be developed for conversion of the previous system [CCmail] readable archives to the new [Lotus notes] readable archives 

3.b
Estimating volume of Records & Growth [over time].

To plan the amount of disk space a work unit would require for certain subjects, some idea of size of related paper files for most important record series should be provided: e.g. Basic Agreements with Countries or Leases/Premises by country etc.  In some cases, work units have been printing out the electronic messages and putting them in the files. It may be necessary y to answer the question  “For a few key subjects/countries what was the volume [of last 1 year, 3 & 7 years]

3.c
Resources required to reliably maintain data.

This volume of data could impact on the reliability and staff time to administer a chosen storage approach: and the related backups.

· Records “stores” can include secure electronic devices in a work unit or centrally controlled area. [Backups of Snap sever, or extra RAID servers in Data center].
· Because of the limited storage capacity and the manual intervention required to track registered and backed up CD’s, they should only be used when other more robust solutions are not available.
3.d
Electronic and paper records similarities  

-
On-line, near line, off line. The document  [ram99480] is a Draft Chart of what might be needed for near-line and off line stores comparing paper records to electronic records.  It needs to be better refined but can serve to further the discussion...
-
As RAM work book addition to Unit 9 or Annex G

Note: For items below refer to doc ram00214 Draft RAM work book Annex G
Technical issues related to Electronic Record including e-mail



1
Current paper file folder [or binder] size compared to scanned image or text. This can be used as indication of:

· Possible future growth of electronic files;

· Size of conversion of paper to electronic if not captured at creation or receipt

2
Estimated Costs of conversion of paper to electronic if not captured at creation or receipt

3
Conversion Charts: Bytes, Kilobytes, Megabytes, Gigabytes, and Terabytes

4
Cost of Electronic Storage: 1998 –2003 [approx. every 18 months disc space is 50% less

5
Cost of associated Storage Services: Backups etc.

4.
Managing electronic Records related issues ==========================================

For detail see Items in Draft Chapter 9 of RAM Work Book [ram99481]

Unit 9: Managing Electronic Records and Archives 
including EMAIL

Includes

9.O1
Overview of Unit 9

9.02
Background


9.03
Roles and Responsibilities


9.04
Definitions

Electronic Records issues

9.05

Accessible and Protected Electronic Records 

9.06

Long Term Electronic Records Protection

9.07

EMAIL Records: Filing and storing

9.08

Storage On-Line, Near-Line and off-line comparisons

9.09

Moving E-mail from the in box to temporary folders

Email Access and Acceptable Use

9.10

E-mail & Internet Purpose

9.11

Policy on E-mail Access

9.12

Acceptable use for official records

Etiquette

9.13 What to send via EMAIL and what not to send

9.14 Copying Email to Others

See also Annex G or point to ITD workbook

· Size of attachments  to Messages –

· IT Security related issues see: IT WB

-
Security administrator role 

-
Providing EMAIL access id and generic start-up password. 

-
Procedures for enhancing Security on a network.
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